WORLD INTELLECTUAL PROPERTY ORGANIZATION 
International Bureau 




PCT 

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) - 



(51) International Patent Classification 6 : 
G06F 17/60 



Al 



(11) International Publication Number: WO 99/2232^ 

(43) International Publication Date: 6 May 1999 (06.05.99; 



PCT/US98/22539 



(21) International Application Number: 

(22) International Filing Date: 23 October 1998 (23.10.98) ' 



(30) Priority Data: 
08/957,757 



24 October 1997 (24.10.97)...,. US 



(71) Applicant: PENWARE, INC. [US/US1; 500 Oakmead Park- 

way, Sunnyvale, CA 94086-4056 (US). 

(72) Inventors: VALUANI, Aziz; 1 1 1 1 Tewa Court, Fremont, CA 

94539 (US). RAFll, Abbas; 15446 Wistaria Court, Los 
Altos, CA 94024 (US). 

(74) Agents: HERBERT, Thomas, O. et al.; Flehr, Hohbach. 
Test, Albritton & Herbert LLP, Suite 3400, 4 Embarcadero 
Center, San Francisco, CA 941 1 1-4187 (US). 



(81) Designated States: AL, AM, AT, AU, AZ, BA, BB, BG, BR 
BY. CA, CH, CN, CU, CZ, DE, DK, EE, ES, Fl, GB, GD 
GE, GH, GM. HR. HU, ID, IL, B, JP, KE, KG, KP, KR 
KZ, LC. LK. LR, LS, LT, LU, LV. MD, MG. MK, MN 
MW, MX, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK 
SL, TJ, TM, TR, TT, UA, UG, UZ, VN. YU, ZW, ARIPC 
patent (GH, GM, KE, LS, MW, SD, SZ, UG, ZW), Eurasiai 
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), Europeai 
patent (AT, BE. CH, CY, DE, DK, ES. FI, FR, GB, GP 
IE, IT, LU, MC, NL, PT, SE), OAPI patent (BF, BJ, CF 
CG, CI, CM. GA, GN. GW, ML. MR. NE. SN. TD, TG). 



Published 

With international search report. 

Before the expiration of the time limit for amending th 
claims and to be republished in the event of the receipt i 
amendments. 



(54) Title: METHOD AND SYSTEM FOR AUTOMATED ELECTRONIC RECEIPT OF TRANSACTIONS 






r" 






coronal 
uvn. 


ISN9 

mrao 




tona 


V ■ 


V 



KM7 pMBHMBfl) 



J 



USOtM 

rrsi 







IIJJDt 











(57) Abstract 



A card holder's credit cani (10) (or the like) is programmed to store the holder's electronic e-mail address (30) and preferably 
cncryption.key.(30) ; ^addition to normal credit card account.data. During or after the time of a transaction, e-mail mformat.or , (. 
is read and a processor (70) at the point of transaction transmits preferably encrypted transacts data automaucaiiy o the e-maU add* 
for example via the internet (100). The e-mailed data (30) is thus available to the card holder's computer system (120) and/or a rec 
server sXm 140) TteSi which may be retrieved using push-pull internet technology, may be incorporated into an account, ng t : 
—"0 30) Such pYograrn 130) can automatically provide the card holder with an up-to^ate record of credit card transacts, w.th 
requiring the card holder to manually enter transaction data or to archive paper receipts document.ng the transacuon. 
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METHOD AND SYSTEM FOR AUTOMATED ELECTRONIC RECEIPT OF 
5 .TRANSACTIONS 

PFT.ATTONSHIP TO PREVIOUSLY FILED APPLICATION 
This is a continuation-in-part application of applicants' 
co-pending U.S. patent application serial no. 08/853,955 

10 filed May 9, 1997 entitled MODULAR SIGNATURE AND DATA- 
CAPTURE SYSTEM AND POINT OF TRANSACTION PAYMENT AND 
REWARD SYSTEM, and assigned to the assignee herein. 
Corresponding to said application is pending PCT 
application US98/09448, having an international filing 

15 date of May 8, 1998. 

FIELD OF THE INVENTION 
This invention ..relates to devices and systems that elec- 
tronically process debit and/or credit transactions for 
20 users, and more specifically to methods and systems that 
automatically provide users with an electronic receipt 
and accounting for such transactions. 

RACKGROUND OF THE INVENTION 

25 Electronic transactions are commonly practiced by many 

individuals who incur a debit or credit electronically at 
a store or other point of transaction, using a credit 
card or the like. If a purchase or cash advance is made, 
the account of the user or card holder should be debited, 

30 and if a deposit or return is being made, the account 
should be credited. As used herein, the term 
"electronic card" or "credit card" shall be understood to 
include credit cards, debit cards, loyalty cards, and so- 
called smart cards. Such cards include on-card memory 

35 that stores card holder account identification and 
-related data. •? - 
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The present invention provides such a system and method 
for automatically providing electronic receipt and 
transaction accounting. 

. ciTMMaBV OF TUB PBESEHT TNVENTION 

According to the present invention, the credit card, 
debit card, loyalty card, smart card, or the like with 
which a consumer enters into a debit or credit 
transaction is used to' store the card holder's e-maH 
internet address, in addition to the usual card 
identification and account data. After the card is read 
electronically at the point of transaction, a copy of the 
transaction data is preferably encrypted and then 
electronically despatched to the card holder's e-mail 
address. The encryption key preferably is stored on or 
within the card. Despatch of data to the card holder's 
e-mail address may occur in real-time, or at a later 
time. 
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More particularly, the e-mail address and preferably 
encryption key will have been stored magnetically or 
electronically within the user's card. During the 
transaction, the e-mail address is read along with the 
normal card and account identification data. A processor 
at the point of transaction receives this data and 
forwards the preferably encrypted data to the card 
holder's e-mail address on a network such as the 
internet. The forwarding of such data can occur in real- 
time or at a later time. 

The internet makes the e-mail addressed data available to 
the card holder's computer and/or to a receipt server 
system, from whence the card holder can download the 
data. If desired, so-called push-pull technology may be 
used to force the data to the card holder such that the 
card holder need not actively retrieve the data. If 
desired, push-pull technology could even, bring -the. data 
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Figure 1 is a block diagram of an exemplary system 
implementing the present invention, which can provide an 
automatic electronic accounting of transactions, debit 
and/or credit, involving a debit or a credit to an 
account of a card holder. At a point of transaction, 
typically a check-out cashier counter at a store, the 
card holder tenders his or her credit card 10 to a 
cashier who passes the card through a device 20 that 
electronically reads card holder information 30 stored in 
the card. An especially sophisticated device 20 with 
which the present invention may be practiced is the 
PenWare model 3000 unit, developed by PenWare Corp. of 
Sunnyvale, California. The PenWare model 3000 can 
accommodate credit cards, debit cards, loyalty cards, 
smart cards, and handwritten data and includes on-device 
modem capability. However, the present invention may be 
practiced with any device that can read credit cards, 
smart cards, debit cards, loyalty cards or other 
electronic cards ..that . can ..store card holder information 
including electronic address information. 

If card 10 is a credit card, information 30 is typically 
stored in one or more magnetic strips 40, and if the card 
is a smart card 10', information 30 will be stored in an 
internal memory 50. In the prior art, information stored 
on a card has been limited to card holder identification 
account number, perhaps a personal identification number 
("PIN") , and data indicating the maximum dollar amount 
that may be charged to the identified account number in a 
debit transaction. However, devices 20 such as the 
Penware model 3000 can read three strips 40 of magnetic 
data from a card 10, as contrasted with only two strips 
for many competing devices. Thus, PenWare model 3000 
type devices 20 permit magnetically encoding additional 
data on a third magnetic strip among strips 40 on card 
10. 
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transaction terminal. A sufficiently sophisticated 
device 20, e.g., a PenWare 3000, may in fact comprise the 
entire transaction terminal, as it contains a modem and 
internally executable modem communication software. 

In any event, server 70 or (if present) server 80 are 
coupleable via connection 90 (which may be wired .or 
wireless) to an electronic communication network 100 such 
as the internet (or equivalent) . As such, it is 
understood at either or both of server 70 and server 80 
will include a central processor unit ("CPU") , memory, 
and a modem communications program executable by the CPU 
to communicate with network 100. To promote user 
security, server 70 and/or server 80 will store in memory 
a data encryption routine that will encode the user's 
transaction data, preferably using an encryption key 
stored in or on card 10. 

In practice, it . may. ^convenient for the merchant payee 
to post all transactions for all relevant card holders 
from server 7 0 or 80 to network 100 at the end of the 
working day or at some other time period, rather than to 
post in real-time on a transaction-by-transaction basis. 

Thus, in the course of the subject transaction, device 20 
reads the card holder's account identification and credit 
limit data, and also reads the card holder's e-mail 
address. If present, encryption key information on card 
10 is also read by device 20. Device 20 then provides 
all of these data to server 70. Server 70 and/or 80 
posts the details of the transaction (in real-time or 
subsequently) to network 100 using the e-mail address 
recorded on card 10 or 10', the transaction details 
preferably being transmitted as encrypted data. 

In due course, typically within minutes or hours, the e- 
mail addressed transaction data is available.yia links : , , 



"WO 99/22327 



10 



HO to the card holder's' co„nn* p C™S98/22539 
■"tipl. card holder's co :Z 2T Sy5tea 12 °- ° f — ■ 
Cerent colter systems eT" **** dat a "sing 
bolder x, system la J 120 for card 

multiple card hoXders couL , ^ ^ « 
common colter system ( . * their, data from a 

fflail Pressed data may be >' } ' Retri *val of the e - 
tno card holder to loff il^T^ "° t0 
-ail address and, where 1'.;;:^ ^ °r her 
^loading of the transaction data ^T^' Md 
b data « —ypted, then the data w - ln ^"^ted 
* syste, 120 , or „ he dat a will be de-encrypted 

encryption Jcey information ' ^ appro Priate 



15 Preferably the user's 

accounting software pac^ao V? "° ^ inClUde a " 
Quicken™, Money ™ ge "° °r uo-i, e . g ., 

and incorporates the e-mailed" """" ' 
. -axntain the current aebit l ^ data ™ «n 

■ 20 -ount oraccoul l: r ^ t Status ° f the 

the -count is maintained^ m «**^Y. 
^ttle or no bookkeeping effort t*^** fash -« with 
the card holder. req Ulred on the part of 

25 If des ire d/ push/pull tyoe in* 

Provided such that whenever theT^ teChn0l °^ «Y be 
f ta *~ a ^ven card holder the " transaction 
downloaded and made available to h " ^^tically 
computer system 120. . lf dM . ' by Way of Sample, 
30 automatically downloaded a n d c \ ^ 

-"ware package 13 0, to be J a 7, * ^ fi " anCial 

automatically update the * therein to 

this software P a C ka ge aCC ° Untin ' ^ maintained by 

" Alterna tively, some card holders ffla 

receipt server system 140 reT ^ t0 have a 

" - data and ,, Provide. the data . their e ~»ail addressed 

' t0 theffl w hen-desi r ed by the ^ ^ 



-8- 



PCT/US98/22539 

- : WO 99/22327 

card holder. If desired, receipt server system 140 could 
even de-encrypt and process the data, e.g., with an 
accounting software package 130. For example, some card 
holders may not own a computer system 120, or may be 
5 relatively, unskilled in the use of computers. Receipt 
server system 140 can provide the card holder with .soft 

copies of the processed accounting data via wired or 
wireless link 150. Of course, receipt server 120 could 
instead or in addition provide hard copies to card 
10 holders so desiring, e.g. , hard copy 160 to card holder 

1, hard copy 160-1 to card holder 2, and so on. The card 
holder could be provided with receipt server-processed 
information periodically, e.g., monthly. 

15 The integrated processed information might appear as 
follows: 

John Smith, checking account no. 123,456 

1/1/97 Starting balance: $5,000.00 

20-1/5/97 check no-123 

1/7/97 Macy's - VISA card no. '19283: 
10 shirts @25.00 = $250 
2 ties @ $20 = $ 40 

-$ 290.00 

25 1/12/97 Sear's - Master Card no. 34838: 

RefUnCl: A rr««rt 

1 BBQ at $50 + $ 50 - 00 
1/15/97 Brook's Bros. - VISA card no. 19283: 

' 1 men's suit @ $350 -$ 350.00 

30 1/20/97 check no. 124 -•1.B00.00 

1/28/97 check no. 125 -$ 500.00 

1/31/97 Balance: $1,310.00 



35 
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The above example shows the user's ordinary checking 
account activities integrated with, in this example, 
transactions made with two different credit cards, in 
which two of the transactions were debit and one was 
credit. In this example, the credit card transaction 
data are . automatically entered into the accounting 
software program used to prepare the above accounting. 
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WHAT IS CLAIMED IS: 

1. A method of automatically tracking transactions 

made with at least one electronic card owned by a card 
holder, the method comprising the fbllowing steps: 

(a) storing on each said electronic card, in 
addition to data identifying card account and card, 
holder, an electronic address for said card holder; 

(b) using said electronic card at a point of 
transaction to pay for or receive credit for a 
transaction; 

(c) during each said transaction, electronically 
reading from said electronic card said electronic address, 
as well as said data identifying card account and card 
holder; 

(d) for each transaction, electronically 
transmitting information identifying subject matter of 
the transaction over an electronic network to said 
electronic address for said card holder; 

(e) electronically .rece^ 
transmitted at step (d) ;. and 

(f) using information received at step (e) to 
generate an accounting that includes each said 
transaction and includes said information identifying 
subject matter of each said transaction. 

2. The method of claim.!, wherein said electronic 
carp includes at least one card selected from the group 
comprising (a) a credit card, (b) a debit card, (c) a 
loyalty card, (d) a smart card, (e) a card including 
magnetic storage media, and (f) a card including solid 
state storage media. 

3. The method of claim 1, wherein said electronic 
card is a credit card containing magnetic storage media, 
and wherein step (a) includes at least one step selected 
from a group consisting of (i) storing said electronic 

■ address in a third magnetic strip on said credit card, i; . . , 
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fii) storing an encryption kev to >, ' p cr/us98/22539 
transaction data f or said £ f Use * to encrypt 

- encryption key to be used to St °"^ 
*« said card holder USed to -crypt transaction d ata 
credit card. thlrd »»9n-tie strip on said 

4 - The method of clai™ - ■. 

5 - The method of claim •, 
indudes transmitting s Jd /' ^ Step W> 
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7r; ^ r - - 

"rried out in . fasnlon ^ (d) is 

consisting of (1) transmittLTs aid f thS ^ 
t^e during said transaction fll inf °^tion i n real . 
transmitting said information in reaTT"" 9 then 
5 f—tion, (iii) transmit^ sa T- r dUring Said 
ti»e after completion of said L lnf ° rinat ion at a 
-cr y p ting and then transmitting :aT i0 , n ' ^ ^ 

- -id transa;,;:::^ 10 " " * 

a - The method of claim i 
carried out * a slte different th SteP (S) is 

transaction. than point of 

9 * The "ethod of cia<» , 
35 -id in forination is rec J v la d ln ^ at step (e) , 

acce SslbI e by sald card 9 0 ™Puter S y stein 
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10. The method of claim 1, wherein step (e) is 
carried out in a fashion selected from the group 
consisting of (i) receiving said information in real-time 
during said transaction, and (ii) receiving said 

5 information at a time after completion of said 
transaction. 

11. The method of claim 9, wherein step (f) is 
carried out by said computer system executing a financial 

10 accounting routine that integrates into an accounting 
said information identifying subject matter of said 
transaction. 

12. The method of claim 9, wherein at step (e) , 

15 said information is received at a receipt server system, 
wherein step (f) is carried out by said receipt server 
system executing a financial accounting routine that 
integrates into an accounting said information 
identifying subject matter of said transaction. 



20 

13. A system that automatically tracks transactions 
made with at least one electronic card that stores data 
identifying the card account and the card holder and an 
electronic address for the card holder, which electronic 
25 card is used at a point of transaction to pay for or 

receive credit for a transaction, the system comprising: 
a first device able to read all said data stored on 
said electronic card; 

a second device that, for each transaction, . 
30 electronically transmits information identifying subject 
matter of the transaction over an electronic network to 
said electronic address for said card holder; 

a computer system that electronically receives said 
information transmitted by said second device and uses 
35 said information to generate an accounting that includes 
each said transaction and includes said information 
identifying subject matter of each said transaction. 
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14. The system of claim 13 w w- ' PCT/US98/22539 

co-prising (a , a credit card, (b) a 21,, ^ ^ 

loyalty card, W a smart ^ 8 f**'?*' <*> - 
.» magnetic storage media, (f) a ^ ' ~ lnClUdln9 

storage media, and (g) « ca rd \ ln ° 1Udlng so1 ^- -taf. 
information useahle t IrZ/Z^ ^ 
card holder. ^ transaction data for said 

17. The system of claim 13 w ^ . 
device transmits said inform^ n TZ/T ^ 
network to said electronic address elect «"i= " 

18. The system of claim'ie, wherein 
device is selected fr™, «. eU1 said second 

financial _ ^i"™ ~£ ™ * 
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COMMONSTATE ELECTRIC COMPANY 



Cusic/nef Account No. 123-458-769 

John R, Pubfic 1 oi e 

1234 Street Drive — x 

City, Stale ZipCrfe \ } q 2 $ 

Electricity Used: 



1035 



Feb. 24 reading; 43210 

Jan. 24 reading; . 427S6 

30-Dey Billed Use: 00424 
Current Charges; 



346.64 . 
$43,2t 
$43.21 
$46.64 
Feb. 28, T999 
War 12, 1999 



TOSS 



104S-* 



mo 



424 X$0.fi - 846.64 



□ This year 
i- Last year 



i 



k n 



MAM J J A S 0 N D J F 
TweiVe Month Eleclricity Use 



ttew Cha/ges: 
Prev.SiO: 
Payment 
Amount Due: 
Billing Date; 
Due Date: 
Send Payment to: 

Commonstele Secfric Company 
543 Main Street 
Big City, Stale Zip Co3e 

Question? Contact Cuslome; Service 
Phone: 1-&M-555-1234 
E-mail: service &cec.oom 
Web Page: .www.cec.com 

( Or click her<T^ — - 1150 



foeo 



130 



Spticia L Offer for Comm ci nsta te 
E kctric Custo mers ! 
Complete Spring Car Ttine-up.from 

CAR MAS TERS 1135 

Reg. $99, Nov/ 359 ( Click tare > ^ 
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Cut your electricity use up 10 25%! 
Click here (or delaiis. 



( , PAY ( y PRINT - } 



Got the. Winter Blues? 
Win a Hawaii Vacation for 
Two! 



„ , 1145 

C Click here j -^ - 
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